I'OCYJAPCTBEHHAS IHOJMUTUKA MHUHUCTEPCTBA IHU®POBbLIX
TEXHOJIOT'HWI B OBJIACTH PA3ZBUTHUSA OBJIAYHBIX TEXHOJIOT Ui
N XOCTHUHI'A JAHHBIX

MOJIMTUKA Munucrepcrsa uudpoBbix Texnonoruii Pecny6onuku Y3oekucran O moaxonax K
pa3MEIICHHIO, XPaHEHHUIO U 00padOTKe roCy1apCTBEHHBIX IaHHBIX B 001a4HBIX HH(PpACTPYKTypax
(001auHBIX BBIYHUCIUTEIBHBIX CPEIax)

I. BBegenue u Ha3HAYEHHUE JOKYMEHTA

Hacrosimas [TonuTrka ycTaHaBIMBACT MPUHIIMITEL, HOPMBI I MEXaHU3MBI Pa3MEIICHHUS, XPAaHCHHS,
00pabOTKH M yNPaBICHUS TOCYIapPCTBCHHBIMHU JaHHBIMH B 00JIaYHBIX BBIYMCIUTEIBHBIX Cpeliax,
BKJTIOYas TOCY/IapCTBEHHBIC W YacTHBIE 00JIauHBbIC IIAT(GOPMBI, IEHCTBYIONINE HA TEPPUTOPUU
PecnyOmmukn YV36exucran. OHa CIy>)KUT PYKOBOJICTBOM Uil TOCYIAPCTBEHHBIX OPTaHOB IPH
nepexone K mudpoBeiM (Gopmam pabOTBHI M OTpakaeT CTPEMJICHHE CTpPaHbl O0ECIICYUTH
0€3011acHOCTb, IPPEKTUBHOCTD U PO3PAYHOCTH B YIIPABICHUH JTaHHBIMH.

JIOKyMeHT HampaBlIeH Ha CO3/laHh€ YCTOMUMBOM LU(PPOBOM IKOCUCTEMBI, B KOTOPOM 00JIauHbIe
peLIeHHs UTPAIOT KII0UEBYI0 poiib. [Ipumenenue nanHoi [loauTuky no3BoiauT JOCTHYb OaaHca
MEXy WHHOBAIMOHHBIM Pa3BUTHEM, 3AIIUTON HAlMOHAJIBHBIX MHTEPECOB U YJIOBJIECTBOPEHUEM
HYXKJ OOIlecTBa B COBPEMEHHBIX LUQPPOBBIX yciayrax. Takke mpegycMaTpuBaeTcs
NOCJIEI0BATENbHBIN MEPEX0/ OT TPAJAULMOHHBIX MOJEJIEH XpaHEeHHUs UHQOpMalUU K TMOKUM U
MaciITadupyemMbIM O00Ja4yHbIM IIaTGOpMaM, COOTBETCTBYIOLIMM MpPUHLHUIAM IU(POBOTro
CYBEPEHUTETA.

I1. esn 1 3a72a494 NOJUTHKH

Llenpro Hacrosimed [lonmmTHKH SBISETCS ONMpEIeNeHne €IMHOTO MOAXO0Ja K HCIIOJIB30BAHHIO
OOJIaYHBIX TEXHOJOTMH B TOCYJAapCTBEHHOM CEKTOpE C TPHOPUTETOM O€30MMacHOCTH,
adexkTuBHOCTH W Tpo3padHOCTH. OOIaYHBIE TEXHOJOTMU OOECTIEUYMBAIOT IIEHTPAIU30BAHHOE
ynpaBieHne WH(POPMAIMOHHBIMU pECypcaMy, CHIDKEHHE M3JepKEK M TMOBBINICHHE THOKOCTH
IPOLIECCOB.

3amaun  BKJIIOYAIOT: — CTUMYJIMPOBAHHE WCIOJIB30BAaHUA OOJAYHBIX PEIICHWH B OpraHax
rOCYy/IapCTBEHHOTO YIpaBJi€HUs; — pPa3pabOTKy HOpMaTHBHOM Oaszbl Juis oOecnedeHus
YCTOWMYMBOCTH W 3alUTHI JaHHBIX; — pa3BuTHe HamumonanbHol 00mavuHON TUIaTGOpPMBI Kak sapa
uppoBoil MHPPACTPYKTYpHl CTpaHbl; — OOECIeUYeHHe COBMECTUMOCTH M HWHTErpaluu ¢
JNEUCTBYIOIMMU WH(MOPMAIMOHHBIMU CHUCTEMAaMH;, — TMOBBIIIEHUE ITUPPOBON TPaAaMOTHOCTH
TOCYIApCTBEHHBIX CIYKAIIUX.

Kpome TOro, cpeam 3amad MOXKHO BBIICIHTH CO3/aHHE YHUDUIIMPOBAHHBIX CTaHIAPTOB
B3aMMOJICHCTBYS MEXIy OpTaHaMH BJIACTH M YACTHBIMU MPOBaiiiepamMu, pa3padoTKy MIa0IOHHBIX
COTTIAIIICHUN O COTPYJIHUYECTBE, a TaK)Ke BHEApPEHHUE THOKMX MOJENe MaciTaOupoBaHUs
00JIaYHBIX MOIITHOCTEN B 3aBUCHMOCTH OT IMOTPEOHOCTEN TOCYAapCTBEHHOTO CEKTOPA.



[TonuTrka BRICTyIIA€T OCHOBOM ISl IOJATOCPOUHON U(PPOBU3AIMHU, OXBATHIBAIOIICH BCE YPOBHU
TOCYIapCTBEHHOTO YIIPABJICHUS — OT MUHUCTEPCTB JI0 MECTHBIX OPTaHOB BiIacTU. Takxke ocoboe
BHUMaHHE yAeTseTcs (OPMHUPOBAHUIO CPENbl JOBEPUS CPEI HACENICHUs, TPEANPUHIMATENICH U
JpYrUX 3aUHTEPECOBAHHBIX CTOPOH.

II1. Kitaccu(pukanusi JaHHBIX H PEKUMbI XPaHEHUSA

Bce nannble, oOpabarbiBaeMble TOCYyJapCTBEHHBIMU OpraHamH, KiIacCUDUIUPYIOTCS B
3aBHCUMOCTH OT MX YYyBCTBUTEJIBHOCTH. DTO HEOOXOAMMO JJIsl ONpPEAENICHUSI YPOBHSI 3aIUThI U
yCIIOBUHM XpaHeHUs. BBeneHue 4yeTkoil cucTeMbl KiacCH(pHUKaluu 00ecreyrBaeT COOII0ACHHE
MPUHIIMIIOB 3alIUThHI IEPCOHANBHBIX JAHHBIX U TOCYIaPCTBEHHOMN TaiHBI.

Kareropun: — KonduaeHuuanbHele naHHBIE — WHQOpPMaNWs, NOJJIeKAIas 3alluTe B
COOTBETCTBUM C 3aKOHOM O TOCYJIapCTBEHHOHN TaiiHe; — Ciy)keOHble NaHHbIE — JaHHbIE
OTPaHUYEHHOr0 JOCTYyIa, IPEICTaBISAIONINE BHYTPEHHIOIO OINEpallMOHHYI0 HH(OpMAaIUio; —
[TyGnuynbple manHble — WH(DOPMAIUS, JOCTYIHAS MIUPOKOMY KPYTY ITOJIb30BaTelNeH, BKIIOYas
OTKPBITHIE JAHHBIE.

Tonpko myOaMYHBIE TaHHBIE MOTYT Pa3MeIIaThes B 3apyOEKHBIX 00JIAUHBIX CEPBUCAX, IPU ITOM
pe3epBHas KOMMS JOJDKHA HaxoAuTbcs B HHPpacTpykrype Pecnybmuku VY3Oekucran. s
KOH(UICHIIMATBHBIX U CIY>KEOHBIX JaHHBIX TOMMYCTUMO UCKITFOUUTEIHHO JIOKAIBHOE Pa3MellleHre
C IPUMEHEHUEM CePTU(HUITUPOBAHHBIX CHCTEM 3aIIUTHI HHPOPMALIUH.

JlonoHUTENBHO CIIETYET IPELyCMOTPETh MEXaHU3MbI IEPUOANUECKON PEBU3HH KiIacCU(DUKALITNU
naHHblx. MHpopmannoHHBIE cHCTEMBbl  JOJDKHBI — O0JIajaTh  BCTPOECHHON  (pyHKuMEH
ABTOMATUYECKOTO OTCIIEKUBAHUS MEPEMEIECHUS] YUYBCTBUTEIbHBIX NAaHHBIX U OJOKHPOBKU HX
BBITPY3KM B HEAaBTOPU30BaHHble oOOJauHble cpenbl. Takke HEOOXOIUMO NPEayCMOTPETh
aBTOMaTHUeCKOoe MHU(POBaHUE TAHHBIX B MOMEHT UX MEePEMEIICHUs WU TepelauH.

IV. UappacTpykTypa 00/1a4HBIX pelIeHHH U TPeOOBaHUs K IPpoBaliaepam

KiroueBbIM KOMIIOHEHTOM BHEIpEeHUs 00JauHBIX pelleHuil siBisercs cozganue HaruoHanbHON
o0nayHoi miuaTgopmbl. OHa BKIIOYAET paclpeesieHHbIe IIEHTPbl 00paboTKH TaHHBIX, CUCTEMY
PEe3epBHOrO XpaHEHHUs, a TAKXKe MIaTPOopMy yIpaBIEHUS BUPTYyaIbHBIMHU peCypcamMH.

[TocTaBmukn yciyr o0avyHOTO XpaHEHHs OOS3aHBI: — MMETh IOPHIUYECKYIO PETHCTPAlHIO0 B
PecnyOnuke Y30ekucraH; — coOr0aTh TEXHUUYECKWE W OPraHU3allMOHHBIE MEpbI IO 3alluTe
JTaHHBIX; — OOECHEeUUTh BBICOKYIO JOCTYMHOCTH cepBHCOB (0T 99,9%); — mnpemocTaBisiTh
MeXaHU3MbI IU(PPOBAHUS U PE3EPBHOTO KOMMPOBAHUS; — TAPAHTHPOBATH BO3MOXKHOCTH OBICTPOTO
Bo3Bpara JaHHbIX (data portability); — mnpoxoauTe 00s3aTenbHYI0 CepTUUKALUID U
MHCIIEKIIMOHHBII KOHTPOJIb.

[TpoBaiinepbl 00s3aHBI MOANEPKUBATH JKYPHAN COOBITHI, XpaHUTh METaJaHHBIC MO JICHCTBUSAM
M0JIb30BaTENe U MPEAOCTAaBIATh OTYETHl MO 3aMPOCy YMOJTHOMOUYEHHBIX TOCYIapCTBEHHBIX
opratoB. O0s3aTeIbHBIM YCIIOBUEM SIBIISIETCS BHEAPEHUE MTPOLIEYP BOCCTAHOBJIEHHUSI TOCie cO0eB
U TyOnupoBaHUE KPUTUYECKUX KOMIIOHEHTOB B HECKOJIBKUX Teorpaduyecku pacrhpeesieHHbIX
y37ax.



MunnctepcTBO HUGPOBBIX TEXHOJIOTUN BEAET €IUHBIN peecTp aKKpeIUTOBAHHBIX MOCTABUIMKOB
00JIaYHBIX YCIYT ¥ OCYIIECTBIISIET KOHTPOJIb MX COOTBETCTBUS TPEOOBAHUSM.

V. Mexann3mbl 0e301aCHOCTH M 3aIIUTHI HHGOpMALMHT

[TonmuTuka Ga3zupyeTcs Ha MPUHIIUITAX PEBEHTUBHON Oe3omacHocTH. Kax bl 001agHbIid TPOEKT
00s13aH Y4YUTHIBaTh IMOTEHIMAJIbHBIE Yrpo3bl W BKJIOYATh MEpPhl MO WX HEUTpaIu3aiui.
['ocynapcTBeHHbIE OpraHbl 00s13aHbI BHEAPATH CTAaHAAPTHI, 00ECTIEYNBAIOLINE CUCTEMHBIHN MOIX0]T
K YIPaBJIEHUIO O€30MMaCHOCThIO HH(POPMAIIH.

[TpumeHstoTCs cleayrolne Mepbl: — MHOTO(akTOpHas ayTeHTU(UKALKS 0CTYyIIa; — U pOBaHUE
JIAHHBIX IIPU Iepelaye U XPaHEHUU; — KOHTPOJIb JEHCTBUN MOJIb30BaTeNIel C BEAEHUEM JIOTOB; —
peryJisipHOe TPOBEJICHUE ayJUTOB W TECTHUPOBAHWS Ha NPOHUKHOBEHHUE;, — pa3paboTka u
TECTUPOBAHUE TJIAHOB pearupoBaHMs HA UHIIUICHTHI.

Opranel  00s3aHBI  ONEPATHBHO pEarupoBaTh Ha HAPYIICHHS, HCIOJIB3YsI MEXaHHU3MBI
HeHTpanu30BaHHOTO pearupoBanus Ha uHIHACHTH (CSIRT) u  s0eKTpoHHBIE CHCTEMBI
OTIOBEIICHHUSI.

JlomoNMHUTENBHO TpelyCMAaTPUBACTCSl BHEAPEHUE CHCTEMbl OLEHKH YIrpo3 U pPaHHEro
OTIOBEUICHMS, a TAK)KE MEXaHHW3Ma HE3aBHCHMOI'O BHEIIHETO ayAuTa 0€30MacCHOCTH C y4acTUEM
nPO(UITBHBIX KCIIEPTOB.

VI. Ilogxoa kK MOHUTOPHHTY, OTYETHOCTH U YNIPaBJIeHHIO 3(PPeKTHBHOCTHIO

Jns obecnieueHus KOHTpouIs 3a peanuzanueit Hacrosmen [Tonutukn MunucrepcTBo UpPOBHIX
TEXHOJIOTHIl BHEJPSIET HEHTPAIN30BaHHYIO IEKTPOHHYIO Iu1aTopMy MOHUTOpUHTa. Uepes Hee
OCYILECTBIIIETCSI  COOpP CTATUCTHUKU [0 HCIHOJBb30BAHUIO OOJIAYHBIX PECYpPCOB  BCEMHU
rOCYJapCTBEHHBIMU CTPYKTYpaMHu.

MeTpuKH MOHHUTOPUHIA: — OOBEM pa3MEIICHHBIX JaHHBIX IO KaTeTOpHsIM; — KOJHUYECTBO
3a[1elICTBOBAaHHBIX OOJAYHBIX pELICHUH M TNPOBalIepOB; — YPOBEHb YAOBJIETBOPEHHOCTH
NOJIb30BaTeNe; — KOJIMYECTBO BBISIBICHHBIX HHIMJCHTOB O€30MAaCHOCTH; — 3KOHOMHYECKas

3G PEKTUBHOCTH (CHIKEHHE 3aTPaT, MPUPOCT IPPEKTUBHOCTH).

Taxxke BKIIOYaeTCs aHaIM3 SHEProdOPEKTUBHOCTH LEHTPOB OOpPaOOTKH JaHHBIX, O0OBHEMOB
NOTpeOJCHUSI PECYPCOB M IKOJOTHYECKOTO clieja. DTO HEOOXOAUMO JJisi COOTBETCTBUSA
ycToitunBbiM npakTrkaM B UKT u yueTa 3K0I0ru4ecKoit COCTaBISAIONIeH muppOBU3aIIiN.

MuHuCcTepcTBO €XKErongHo (HOpMHUPYET AaHATUTHUYECKUM OTYET, COJepKalluii He TOJbKO
CTaTUCTUKY, HO U PEKOMEHIALIMH 110 COBEPILIEHCTBOBAHUIO ITOJIUTUKHU, IPUMEPBI JIUIIHUX IIPAKTUK
U QaHAIMUTUYECKUN 0030p AMHAMUKY MEepexo/ia K 00JaUHbIM PELICHUSM.

VII. ®unancupoBaHue, CTUMYJIMPOBAHNE U KAAPOBas MOAAEPKKa

['ocynapcTBO BbIIENAET CpEACTBA Ha pa3BUTHE O0OJauyHOW WHQPPACTPYKTYpHl B pamKax
HallMOHAJIBHBIX HporpamMM LudpoBuzanuu. DOUHAHCUPOBAHHME OCYLIECTBISIETCS 3a CUET: —



rocyJIapcTBEHHOTO Orokera; — 1eneBbix (GoumoB passutus WMKT; — mapTHepcTB ¢ 4acTHBIM
cexropoM (I'1II); — mexx1yHapOAHON TEXHUYECKON TOMOIIH.

CTI/IMy.HBI BKJIIOYAIOT: — MPEAOCTABJICHUEC I'PAHTOB HA MAJIOTHBIC ITPOCKTHI; — KOMIICHCAIIUU 3aTpaT
Ha MUI'palvio B 00J1auHbBIE Cpeabl; — CYGCI/IIII/II/I Ha UCIIO0JIb30BAHNEC OTCUCCTBCHHBIX JaTa-ICHTPOB.

JIOTIOTHUTENHHO MPEAYCMATPUBAIOTCSI HAJIOTOBBIC JIBIOTHI JUIS TIPEAIPUITAN, 00€CTICYHBAIOIIIX
BHEJ[peHUE 00JIaYHbIX PELICHU I Hy /1 TOCYJapCTBa, a TAK)KEe MHBECTULIMOHHBIE NTpedepeHIInn
IIPU CO3JJaHUH COBMECTHBIX KJIACTEPOB.

JUis NOArOTOBKM KBAaIM(PULIMPOBAHHBIX KaJIpOB BHEAPSIOTCS: — CIIEHUAIN3UPOBAHHbIE KYPChI U
IIpOrpaMMbl MOBBIILIEHHS KBaTM(UKaLUU; — aTTecTanus rocyaapcrsenHslx UT-cnennanucros; —
HAI[MOHAJIbHBINA PE3EPB IKCIIEPTOB 10 00JIAYHBIM TEXHOJIOTHSIM.

Taxke WHUIUUPYIOTCS HCCIEAOBAaHUS B 00JacCTH TPUMEHEHHUs OOJIAYHBIX TEXHOJOTHHA B
roCy/1apCTBEHHOM CEKTOPE C YYaCTHEM HayUHbIX U 00pa30BaTENbHbIX YUPEKICHUI CTpaHBbl.

VIII. 3akaouuTebHbIe MOJ0KeHU

Hacrosmias Ilonutuka BCTYIIACT B CUJIY C MOMCHTA YTBCPKACHUA U IMOMJICIKUT IIEPECMOTPY HE
PEKEC OAHOI'0 pasa B TPpH roja. FOCY,Z[apCTBCHHLIC OpraHbl B TCYCHHUC 12 MCCALICB 00s13aHbI
IMPpOBECTHU aAyAUT CBOUX I/IH(bOpMaI_H/IOHHBIX CUCTEM W IOATOTOBUTH IUIAH IO IIEPEXOAYy Ha
001ayHbIe PpCUICHUA B COOTBCTCTBUHU C IIOJIOKCHUAMUA HaCTOHH_Ieﬁ ITonuTuku.

MuHucTepcTBO IH(POBBIX TEXHOJOTUH OCTaBIsIET 3a co0Oil MpaBO JaBaTh Pa3zbsCHEHUS IO
BOIIPOCaM NMPUMEHEHUS], IPOBOJUTH IJIAHOBBIE MPOBEPKU U BHEIPSTH LU(PPOBBIE HHCTPYMEHTHI
JUISl aBTOMATU3ALMK KOHTPOJIS.

[IpyMeHeHrEe TOMUTHKYU SIBISIETCS 0043aTEeNbHBIM YCIIOBUEM ISl (PMHAHCUPOBAHUS LU(PPOBBIX
IIPOEKTOB M MOAKIIOYEHHS K EQuHON cucTeMe MEXKBEAOMCTBEHHOTO  3JIEKTPOHHOIO
B3aUMOJICHCTBUS.

Takum oOpazoMm, Hactosmas [lomuTuka mnpencTaBisieT cOOOW OCHOBY MAJSi CUCTEMHOTO U
0e30MacHOT0 BHEAPEHUS] OOJAYHBIX TEXHOJOTHIl B TOCYIapCTBEHHOM CEKTOpE, CIOCOOCTBYET
(bopMUPOBaHUIO CyBepeHHOU I POBOI cpenbl U IM(POBON YCTOWYUBOCTU CTPAHBI B YCIOBUAX
CTPEMHUTEIHHOTO TEXHOJIOTHYECKOTO PA3BUTHSI.

STATE POLICY OF THE MINISTRY OF DIGITAL TECHNOLOGIES ON
THE DEVELOPMENT OF CLOUD TECHNOLOGIES AND DATA
HOSTING

POLICY of the Ministry of Digital Technologies of the Republic of Uzbekistan on
Approaches to the Placement, Storage, and Processing of State Data in Cloud Infrastructures
(Cloud Computing Environments)

I. Introduction and Purpose of the Document



This Policy establishes the principles, norms, and mechanisms for the placement, storage,
processing, and management of state data in cloud computing environments, including both state
and private cloud platforms operating within the Republic of Uzbekistan. It serves as a guide for
government agencies transitioning to digital workflows and reflects the country’s commitment to
ensuring the security, efficiency, and transparency of data management.

The document aims to create a sustainable digital ecosystem where cloud solutions play a key role.
The application of this Policy will achieve a balance between innovative development, the
protection of national interests, and the fulfillment of societal needs for modern digital services. It
also envisions a gradual transition from traditional information storage models to flexible and
scalable cloud platforms aligned with the principles of digital sovereignty.

I1. Objectives and Tasks of the Policy

The purpose of this Policy is to define a unified approach to the use of cloud technologies in the
public sector, with a priority on security, efficiency, and transparency. Cloud technologies enable
centralized management of information resources, cost reduction, and increased process
flexibility.

Tasks include: Promoting the use of cloud solutions in government agencies; Developing a
regulatory framework to ensure data stability and protection; Developing the National Cloud
Platform as the core of the country’s digital infrastructure; Ensuring compatibility and integration
with existing information systems; Enhancing the digital literacy of public servants.

Additionally, tasks include establishing unified interaction standards between government bodies
and private providers, developing template cooperation agreements, and implementing flexible
cloud capacity scaling models based on the needs of the public sector.

The Policy serves as the foundation for long-term digitization, covering all levels of government—
from ministries to local authorities. It also places special emphasis on building a trust environment
among the public, entrepreneurs, and other stakeholders.

I11. Classification of Data and Storage Modes

All data processed by government agencies is classified based on its sensitivity, which is necessary
to determine the level of protection and storage conditions. A clear classification system ensures
compliance with principles for protecting personal data and state secrets.

Categories:

e Confidential Data — information requiring protection under the law on state secrets;
e Service Data — restricted-access data representing internal operational information;
e Public Data — information accessible to a wide range of users, including open data.

Only public data may be hosted on foreign cloud services, provided a backup copy is maintained
within the infrastructure of the Republic of Uzbekistan. For confidential and service data, only
local placement with certified information protection systems is permitted.



Additional mechanisms for periodic data classification reviews should be established. Information
systems must include a built-in function for automatically tracking the movement of sensitive data
and blocking its upload to unauthorized cloud environments. Automatic data encryption during
transfer or transmission is also required.

IV. Cloud Solution Infrastructure and Provider Requirements

A key component of implementing cloud solutions is the creation of the National Cloud Platform,
which includes distributed data processing centers, a backup storage system, and a platform for
managing virtual resources.

Cloud service providers are required to: Be legally registered in the Republic of Uzbekistan;
Comply with technical and organizational data protection measures; Ensure high service
availability (99.9% uptime); Provide encryption and backup mechanisms; Guarantee data
portability (quick data return); Undergo mandatory certification and inspection control.

Providers must maintain an event log, store metadata on user actions, and provide reports upon
request by authorized government agencies. A mandatory condition is the implementation of
failure recovery procedures and duplication of critical components across multiple geographically
distributed nodes.

The Ministry of Digital Technologies maintains a unified registry of accredited cloud service
providers and monitors their compliance with requirements.

V. Security Mechanisms and Information Protection

The Policy is based on the principles of preventive security. Every cloud project must account for
potential threats and include measures to neutralize them. Government agencies are required to
implement standards ensuring a systematic approach to information security management.

The following measures are applied: Multi-factor authentication for access; Data encryption
during transmission and storage; User action monitoring with log maintenance; Regular audits and
penetration testing; Development and testing of incident response plans.

Agencies must respond promptly to violations using centralized incident response mechanisms
(CSIRT) and electronic notification systems.

Additionally, a threat assessment and early warning system, as well as an independent external
security audit mechanism involving specialized experts, are to be introduced.

V1. Approach to Monitoring, Reporting, and Efficiency Management

To ensure oversight of the Policy’s implementation, the Ministry of Digital Technologies
introduces a centralized electronic monitoring platform. This platform collects statistics on the use
of cloud resources by all government structures.

Monitoring metrics include: Volume of data placed by category; Number of deployed cloud
solutions and providers; User satisfaction level; Number of identified security incidents; Economic
efficiency (cost reduction, efficiency gains).



The analysis also covers the energy efficiency of data processing centers, resource consumption
volumes, and environmental footprint. This is necessary to align with sustainable ICT practices
and account for the environmental aspect of digitization.

The Ministry prepares an annual analytical report containing not only statistics but also
recommendations for policy improvement, best practice examples, and an analytical overview of
the transition to cloud solutions.

VII1. Financing, Incentives, and Workforce Support

The state allocates funds for cloud infrastructure development under national digitization
programs. Funding is provided through: The state budget; Targeted ICT development funds;
Public-private partnerships (PPP); International technical assistance.

Incentives include: Grants for pilot projects; Reimbursement of migration costs to cloud
environments; Subsidies for using domestic data centers.

Additional tax benefits are provided for enterprises implementing cloud solutions for state needs,
along with investment preferences for creating joint clusters.

To train qualified personnel, the following are introduced: Specialized courses and professional
development programs; Certification of state IT specialists; A national reserve of cloud technology
experts.

Research initiatives on the application of cloud technologies in the public sector, involving
scientific and educational institutions, are also launched.

VIII. Final Provisions

This Policy takes effect upon approval and is subject to review at least once every three years.
Government agencies are required to conduct an audit of their information systems within 12
months and prepare a plan for transitioning to cloud solutions in accordance with this Policy.

The Ministry of Digital Technologies reserves the right to provide clarifications on its application,
conduct scheduled inspections, and implement digital tools for automated control.
Compliance with the Policy is a mandatory condition for funding digital projects and connecting
to the Unified Interagency Electronic Interaction System.

Thus, this Policy serves as the foundation for the systematic and secure implementation of cloud
technologies in the public sector, contributing to the formation of a sovereign digital environment
and the country’s digital resilience amid rapid technological development.

RAQAMLI TEXNOLOGIYALAR VAZIRLIGINING BULUT
TEXNOLOGIYALARI VA MA’LUMOT XOSTINGINI RIVOJLANTIRISH
BO‘YICHA DAVLAT SIYOSATI



O‘zbekiston Respublikasi Raqamli Texnologiyalar Vazirligining Bulut Hisoblash
Mubhitlarida Davlat Ma’lumotlarini Joylashtirish, Saqlash va Qayta Ishlov Berkishga oid
Yondashuvlar to‘g‘risidagi STYOSATI

I. Hujjatga kirish va magsadi

Ushbu Siyosat O‘zbekiston Respublikasi hududida faoliyat yurituvchi davlat va xususiy bulut
platformalarini oz ichiga olgan bulut hisoblash muhitlarida davlat ma’lumotlarini joylashtirish,
saqlash, qayta ishlash va boshgarish bo‘yicha tamoyillar, me’yorlar va mexanizmlarni belgilaydi.
U davlat idoralarining ragamli ish yuritishga o‘tishida qo‘llanma bo‘lib xizmat qiladi va
mamlakatning ma’lumotlarni xavfsiz, samarali va shaffof boshqarishga intilishini aks ettiradi.

Hujjat bargaror ragamli ekotizimni yaratishga garatilgan bo‘lib, unda bulut yechimlari asosiy rol
o‘ynaydi. Ushbu Siyosatning qo‘llanilishi innovatsion rivojlanish, milliy manfaatlar himoyasi va
jamiyatning zamonaviy ragamli xizmatlarga bo‘lgan ehtiyojlarini muvozanatlashga yordam
beradi. Shuningdek, an’anaviy ma’lumot saqlash modellardan moslashuvchan va kengaytirilishi
mumkin bo‘lgan bulut platformalariga, raqamli suverenitet tamoyillariga mos ravishda
bosgichma-bosqich o‘tish nazarda tutilgan.

1. Siyosatning magsadlari va vazifalari

Ushbu Siyosatning magsadi davlat sektorida bulut texnologiyalaridan foydalanishda xavfsizlik,
samaradorlik va shaffoflikka ustuvorlik berib, yagona yondashuvni aniglashdan iborat. Bulut
texnologiyalari axborot resurslarini markazlashgan boshgarishni, xarajatlarning kamayishini va
jarayonlarning moslashuvchanligini ta’minlaydi.

Vazifalar quyidagilarni o‘z ichiga oladi: Davlat boshqaruvi organlarida bulut yechimlaridan
foydalanishni rag‘batlantirish; Ma’lumotlar barqarorligi va himoyasini ta’minlash uchun me’yoriy
bazani ishlab chigish; Milliy Bulut Platformasini mamlakat ragamli infratuzilmasining yadrosi
sifatida rivojlantirish; Amaldagi axborot tizimlari bilan moslashuvchanlik va integratsiyani
ta’minlash; Davlat xizmatchilarining raqamli savodxonligini oshirish.

Shuningdek, hokimiyat organlari va xususiy provayderlar o‘rtasida bir xil standartli o‘zaro ta’sir
me’yorlarini yaratish, hamkorlik bo‘yicha namunaviy shartnomalarni ishlab chiqish va davlat
sektorining ehtiyojlariga garab bulut quvvatlarini moslashuvchan kengaytirish modellarni joriy
etish vazifalari ham ajratiladi.

Siyosat uzoq muddatli ragamlashtirishning asosi bo‘lib, davlat boshqaruvi barcha darajalarini —
vazirliklardan mahalliy hokimiyat organlarigacha qgamrab oladi. Shuningdek, aholiga,
tadbirkorlarga va boshga manfaatdor tomonlarga ishonch muhitini shakllantirishga alohida e’tibor
garatiladi.

ITI. Ma’lumotlar tasnifi va saqlash rejimlari

Davlat organlari tomonidan qayta ishlanadigan barcha ma’lumotlar uning sezuvchanligiga qarab
tasniflanadi, bu esa himoya darajasini va saglash shartlarini aniglash uchun zarur. Aniq tasnif
tizimining joriy etilishi shaxsiy ma’lumotlar va davlat sirini himoya qilish tamoyillariga rioya
qilishni ta’minlaydi.



Toifalar:

e Maxfiy ma’lumotlar — davlat siriga oid gonunga muvofiq himoya talab giluvchi

ma’lumotlar;

e Xizmatiy ma’lumotlar — cheklangan kirish huquqiga ega bo‘lgan ichki operatsion
ma’lumotlar;

e Ommaviy ma’lumotlar — keng foydalanuvchilar uchun, shu jumladan ochiq

ma’lumotlar uchun mavjud bo‘lgan ma’lumotlar.

Fagat ommaviy ma’lumotlar chet el bulut xizmatlariga joylashtirilishi mumkin, lekin zaxira
nusxasi O‘zbekiston Respublikasi infratuzilmasida saqlanishi shart. Maxfiy va xizmatiy
ma’lumotlar uchun faqat mahalliy joylashtirish, sertifikatlangan axborot himoya tizimlari bilan
ishlatilishi ruxsat etiladi.

Bundan tashqari, ma’lumotlar tasnifini davriy qayta ko‘rib chiqish mexanizmlarini joriy etish
lozim. Axborot tizimlari sezuvchan ma’lumotlar harakatini avtomatik kuzatish va ularni ruxsat
etilmagan bulut muhitlariga yuklashni to‘xtatib qo‘yish funksiyasiga ega bo‘lishi kerak.
Shuningdek, ma’lumotlar uzatilishi yoki ko‘chirilishi paytida avtomatik shifrlashni joriy etish
Zarur.

IV. Bulut yechimlar infratuzilmasi va provayderlarga qo‘yiladigan talablar

Bulut yechimlarni joriy qilishning asosiy komponenti Milliy Bulut Platformasini yaratishdan
iborat bo‘lib, u tarqalgan ma’lumotlar qayta ishlash markazlarini, zaxira saqlash tizimini va virtual
resurslarni boshqarish platformasini oz ichiga oladi.

Bulut xizmat provayderlari quyidagi majburiyatlarga ega: O‘zbekiston Respublikasida yuridik
ro‘yxatdan o‘tgan bo‘lish; Ma’lumotlarni himoya qilish bo‘yicha texnik va tashkiliy choralarni
bajarish; Xizmatlarni yuqori mavjudlikni ta’minlash (99,9% vaqtda ishlaydiganlik); Shifrlash va
zaxira nusxalash mexanizmlarini tagdim etish; Ma’lumotlarni tez qaytarish imkoniyatini (data
portability) kafolatlash; Majburiy sertifikatlashtirish va tekshiruv nazoratini o‘tkazish.

Provayderlar voqealar jurnalini yuritish, foydalanuvchi harakatlari bo‘yicha metama’lumotlarni
saglash va vakolatli davlat organlarining so‘roviga binoan hisobotlar taqdim etishlari shart.
Majburiy shart sifatida nosozliklarni tiklash protseduralarini joriy etish va tanqidiy
komponentlarni bir nechta geografik jihatdan targalgan tugunlarda takrorlash zarur.

Ragamli Texnologiyalar Vazirligi akkreditatsiya gilingan bulut xizmat provayderlarining yagona
reestrini yuritadi va ularning talablarga mosligini nazorat giladi.

V. Xavfsizlik mexanizmlari va axborot himoyasi

Siyosat profilaktik xavfsizlik tamoyillariga asoslanadi. Har bir bulut loyihasi potentsial tahdidlarni
hisobga olishi va ularni zararsizlantirish choralarni 0°z ichiga olishi kerak. Davlat idoralari axborot
xavfsizlik boshqgarishiga tizimli yondashuvni ta’minlaydigan standartlarni joriy etishga majbur.

Quyidagi choralar qo‘llaniladi: Kirish uchun ko‘p omilli autentifikatsiya; Ma’lumotlarni uzatish
va saglash paytida shifrlash; Foydalanuvchi harakatlarini nazorat gilish va loglarni yuritish;



Muntazam auditlar va penetratsiya sinovlari o‘tkazish; Hodisa javob proyektlarini ishlab chigish
va sinovdan o‘tkazish.

Idoralar buzilishlarga tezkor javob berishlari kerak, bu uchun markazlashgan hodisa javob
mexanizmlari (CSIRT) va elektron ogohlantirish tizimlaridan foydalanish lozim.

Bundan tashgari, tahdidlarni baholash va erta ogohlantirish tizimi, shuningdek, maxsus ekspertlar
ishtirokida mustagqil tashqi xavfsizlik auditi mexanizmini joriy etish ko‘zda tutilgan.

V1. Monitoring, hisobot berish va samaradorlik boshgaruvi yondashuvi

Siyosatning amalga oshirilishini nazorat gilish uchun Ragamli Texnologiyalar Vazirligi
markazlashgan elektron monitoring platformasini joriy etadi. Ushbu platforma orgali barcha davlat
tuzilmalari tomonidan bulut resurslaridan foydalanish bo‘yicha statistika yig‘iladi.

Monitoring ko‘rsatkichlari: Toifalar bo‘yicha joylashtirilgan ma’lumotlar hajmi; Ishlatilgan bulut
yechimlari va provayderlar soni; Foydalanuvchilar qonigish darajasi; Aniglangan xavfsizlik
hodisalari soni; Igtisodiy samaradorlik (xarajatlarning kamayishi, samaradorlik o‘sishi).

Shuningdek, ma’lumotlarni qayta ishlash markazlarining energiya samaradorligi, resurs iste’mol
hajmi va ekologik iz tahlili o‘z ichiga olinadi. Bu ICT sohasidagi barqaror amaliyotlar va
ragamlashtirishning ekologik jihatini hisobga olish uchun zarur.

Vazirlik har yili nafaqat statistikani, balki siyosatni takomillashtirish bo‘yicha tavsiyalar, eng
yaxshi amaliyot namunalarini va bulut yechimlarga o‘tish dinamikasining analitik ko‘rinishini o‘z
ichiga olgan analitik hisobot tayyorlaydi.

VI1. Moliyalashtirish, rag‘batlantirish va kadrlar qo‘llab-quvvatlash

Davlat milliy ragamlashtirish dasturlari doirasida bulut infratuzilmasini rivojlantirish uchun
mablag® ajratadi. Moliyalashtirish quyidagi manbalar orqali amalga oshiriladi: Davlat byudjeti;
Magsadli ICT rivojlanish jamg‘armalari; Xususiy-davlat hamkorligi (PPP); Xalgaro texnik
yordam.

Rag‘batlantirish choralari: Pilot loyihalar uchun grantlar berish; Bulut muhitlarga migratsiya
xarajatlarini qoplash; Mahalliy ma’lumot markazlaridan foydalanish uchun subsidiyalar.

Bundan tashqari, davlat ehtiyojlari uchun bulut yechimlarni joriy etuvchi korxonalar uchun soliq
imtiyozlari va qo‘shma klasterlar tashkil etishda investitsion imtiyozlar nazarda tutilgan.
Malakali kadrlar tayyorlash uchun quyidagilar joriy etiladi: Maxsus kurslar va malaka oshirish
dasturlari; Davlat IT-mutaxassislarini sertifikatlashtirish; Bulut texnologiyalari bo‘yicha milliy
ekspert zaxirasi.

Shuningdek, mamlakat ilmiy va ta’lim muassasalari ishtirokida davlat sektorida bulut
texnologiyalarni qo‘llash bo‘yicha tadqiqotlar boshlanadi.

VIII. Yakuniy qoidalar



Ushbu Siyosat tasdiqlangan paytdan kuchga kiradi va uch yilda kamida bir marta gayta ko‘rib
chiqishga tabiiy. Davlat idoralari 12 oy ichida o‘z axborot tizimlarini audit gilishlari va ushbu
Siyosatga muvofiglikda bulut yechimlarga o‘tish rejasini tayyorlashlari shart.

Ragamli Texnologiyalar Vazirligi qo‘llash bo‘yicha tushuntirishlar berish, rejalashtirilgan
tekshiruvlarni o‘tkazish va nazoratni avtomatlashtirish uchun raqamli vositalarni joriy etish
huquqini o‘zida saqlab goladi.

Siyosatga rioya qilish ragamli loyihalarni moliyalashtirish va Birlashgan Idoralararo Elektron
O‘zaro Ta’sir Tizimiga ulanishning majburiy sharti hisoblanadi.

Shunday qilib, ushbu Siyosat davlat sektorida bulut texnologiyalarini tizimli va xavfsiz joriy
etishning asosi bo‘lib, suveren ragamli mubhitni shakllantirishga va mamlakatning tezkor
texnologik rivojlanish sharoitidagi ragamli barqarorligiga hissa qo‘shadi.






